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METHODS AND SYSTEMS FOR
CATEGORIZING DATA IN AN ON-DEMAND
DATABASE ENVIRONMENT

RELATED CASES

This application claims the benefit of priority of U.S. Pro-
visional Pat. App. No. 61/334,684, filed May 14, 2010.

FIELD

Embodiments described are related generally to database
management, and embodiments described are more particu-
larly related to categorizing and relating data in an on-demand
database environment.

COPYRIGHT NOTICE/PERMISSION

Portions of the disclosure of this patent document may
contain material that is subject to copyright protection. The
copyright owner has no objection to the reproduction by
anyone of the patent document or the patent disclosure as it
appears in the Patent and Trademark Office patent file or
records, but otherwise reserves all copyright rights whatso-
ever. The copyright notice applies to all data as described
below, and in the accompanying drawings hereto, as well as to
any software described below: Copyright © 2011, Salesforce-
.com Inc., All Rights Reserved.

BACKGROUND

Database systems and other systems often store a wealth of
information. However, knowing where to search for data, or
what data to access to solve a particular problem can be
challenging. On the one hand, many users have a presumption
that a solution exists somewhere in the cloud, referring to a
network or group of networks. On the other hand, the more
information that is created and stored makes finding the right
information increasingly difficult. Add in the additional prob-
lems that traditional search is composed “backwards”, and
that different people use different terminology, and searching
for a solution may not provide the results desired.

Traditional searching for a solution is usually “backwards”
in that the search systems often require the user to select lists
or groups of data for the solution. Such an approach misses
the fact that a user usually does not know what s/he is looking
for and/or the data is often organized in a way different from
how the user thinks about the problem. The user would prefer
to simply be able to ask a question semantically and have an
answer given. This leads into the other problem that different
terms and phrases are used to mean the same thing, and a
solution to the problem may be missed because the terminol-
ogy used is different from that of the search. Thus, a user is
implicitly expected to use the “right” search terms to get the
desired solution.

An additional challenge is provided in the move to more
modern database system architectures. In many conventional
database systems, users access their data resources in one
logical database, from a user’s own systems. When a unitary
database is accessed, system-wide conventions can be used
for all users. Such assumptions about conventions and data-
base system architecture are not appropriate for many modern
and developing systems. Search and access may be further
complicated from the system operation side when such
assumptions no longer prove true.

BRIEF DESCRIPTION OF THE DRAWINGS

The following description includes discussion of figures
having illustrations given by way of example of implementa-
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tions of embodiments described. The drawings should be
understood by way of example, and not by way of limitation.
Asused herein, references to one or more “embodiments” are
to be understood as describing a particular feature, structure,
or characteristic included in at least one implementation.
Thus, phrases such as “in one embodiment™ or “in an alternate
embodiment” appearing herein describe various embodi-
ments and implementations, and do not necessarily all refer to
the same embodiment. However, they are also not necessarily
mutually exclusive.

FIG. 1is a block diagram of an embodiment of a system to
categorize and relate records of data.

FIG. 2 is a block diagram of an embodiment of a system to
respond to queries based on data categorization.

FIG. 3 is a block diagram of an embodiment of data cat-
egories relating data records.

FIG. 4 is a block diagram of an embodiment of an environ-
ment for on-demand database services.

FIG. 5 is a block diagram of an embodiment of an environ-
ment for on-demand database services with a multitenant
database having multiple data tables.

FIG. 6 represents a flow diagram of an embodiment of
accessing data in response to a query based on data categori-
zation and relationships.

Descriptions of certain details and implementations follow,
including a description of the figures, which may depict some
or all of the embodiments described below, as well as discuss-
ing other potential embodiments or implementations of the
inventive concepts presented herein. An overview is provided
below, followed by amore detailed description with reference
to the drawings.

DETAILED DESCRIPTION

As described herein, automatic categorizing data in an
on-demand database environment is provided. The categori-
zation of data is performed by the system to provide query
results based on a statistical likelihood that the results provide
a solution to the query. The statistical likelihood is informed
by the categorization, and the monitoring of the usage of
results in the system to solve problems. Thus, problems that
are categorically similar, and/or have similar relationships to
other records in the system, are likely solved by records found
to provide solutions in the past.

Thus, the system “learns” by monitoring the results and the
usage of the results. Categorization of the query in a semantic
way allows the query to be captured exactly as it is generated
by a user. The categorization is based on a multidimensional
categorization of data in the database environment. The gen-
erating of results includes accessing relationship metadata
both for individual records and for categories. Relationships
along the same category, or among categories, can provide
records that may answer the query or provide a solution. The
relationships and statistics are updated based on usage of the
results data. Records and relationships identified as being
used to solve the query, or being a desired solution to the
query, can be weighted more heavily, thus increasing the
likelihood of providing the most relevant data for subsequent
queries.

As described herein, the identification and use of relation-
ship data provides a categorization methodology that can
determine interests in a different field. For example, a user
making a query about books about Mozart may receive results
related to books about Mozart, and also results for books
about Classical music, and/or also results for music by
Mozart. Thus, multidimensional categorization with relation-
ship data allows access to the same or different categories of
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data, and may provide better search results for a user. As the
results are monitored for use and weighted based on “suc-
cess” of the results, subsequent query results can be further
improved. In one embodiment, it may be said that as
described herein the potential query results are provided via
application of hierarchical filtering. The filters may include
rules related to the statistics of how data is used, and what
relationship a record is expected to have (through metadata
descriptions or definitions) to the query. Thus, many records
can be identified as potential results, and then excluded
through hierarchical filtering based on whether or not they are
calculated to be potential results to the query.

Examples of multidimensional categorization may be
found in U.S. Pat. No. 7,130,879 of Alexandre Dayon,
entitled, “System for Publishing, Organizing, Accessing and
Distributing Information in a Computer Network”, and U.S.
patent application Ser. No. 12/857,364 (Publication No.
2011/0106808) of Alexandre Hersans et al., entitled, “Multi-
dimensional Content Organization and Delivery”. Both ref-
erences discuss the use of multiple categories and category
dimensions.

With auto-categorization of data and matching queries to
results as described herein, the great amount of data stored on
systems can be used to provide better and better results to
queries. The users do not need to know beforehand where to
search for data, and can use an interface that is much more
natural, rather than working backwards as previously done.
The user is able to simply submit a request and be provided
with results that should be close to what the user is looking
for.

To the extent that the results are not what are sought by the
user, in one embodiment, the system can automatically direct
a query to a human agent. For example, the system may ask
the user if a solution was found among the results. If not, the
user may be automatically sent to a human agent to resolve
the issue. In one embodiment, the actions by a human agent
are also leveraged in the system learning. The system can
identify relationships and records used by the agent to solve
the problem, and add those solutions to the system. Thus,
every time an agent assists with a solution, it makes the
system better able to automatically solve subsequent prob-
lems or provide solutions for subsequent queries.

In one embodiment, the system monitors results usage
through questions to the user (“did this provide the solution
you were looking for?” or other questions) and/or through
monitoring which records are accessed, for how long, and is
there subsequent access to the records. Through the process
of monitoring and/or receiving feedback from the user, the
system may be able to relate different terms that appear dif-
ferent, hut carry the same meaning, such as a user typing in
“BlackBerry Bold” and another user typing in “BB Bold”.
BLACKBERRY products are available from RESEARCH IN
MOTION of Waterloo, Ontario, Canada. All trademarks used
herein are the sole property of their respective owners, and are
used herein solely for purposes of identification of product
examples. Thus, whether a user types in one phrase or the
other, the system can have the two phrases related, and pro-
vide similar results to each query.

In one embodiment, the system providing the query results
is a multitenant database. The multitenant database provides
a “cloud architecture” that allows a user to query for datain a
modern database system. As referred to herein, a multitenant
database stores data for multiple client organizations, which
are each identified by a tenant ID. One or more users can be
associated with each tenant ID. The one or more users of each
client organization access data identified by the tenant ID
associated with the respective client organization. The mul-
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titenant database is typically a database stored and hosted
remote from the client organization. Typically, the multi-
tenant database is hosted by an entity (e.g., company) sepa-
rate from the client organization. A multitenant database sys-
tem (MTS) as described herein can be said to provide
on-demand database services. An MTS is typically a hosted
system that provides as much database storage and service as
required by each tenant.

MTS implementation, each tenant ID may have a set of
data associations and relationships. Thus, a query onthe MTS
for one tenant ID may produce different results than the
identical query on the MTS for a different tenant ID. In one
embodiment, the architecture of each tenant 1D develops
separately with custom configuration for each tenant. For
example, a UDD (user defined database may be implemented
for each tenant to store relationships and categorization data.

Thus, there is provided an on-demand database environ-
ment such as a multitenant database system where the data-
base environment stores relationship and categorization data.
Received queries are categorized, and relationship data is
accessed for the categorizations. The relationship data can
include metadata for categorizations that indicate relation-
ships to other categorizations, as well as metadata for records,
which indicates relationships to other records, whether of the
same or a different categorization. The system, such as
through an application server of the database, computes a
statistical likelihood that records are solutions to the query. In
one embodiment, only records that have a threshold statistical
likelihood are displayed as results, and others are excluded.
Thus, records are provided as query results, as determined by
computing a statistical likelihood as indicated by categoriza-
tion data and relationship data.

The system updates the statistics based on user access to
the results. In one embodiment, the access and use of the
results are monitored by the system, which allows the system
to weight the relationships and records that are accessed by
the user.

FIG. 1is a block diagram of an embodiment of a system to
categorize and relate records of data. System 100 includes a
client that accesses a remote database system aver a network.
More particularly, client 110 accesses database system 130
over network 120.

Client 110 represents any type of client device that may
access database system 130, for example, a desktop or laptop
computer, a tablet, smartphone, server, or other computing
device. Network 120 includes any type of network access that
allows client 110 to access database system 130. Network 120
may be or include any one or more networks such as local or
wide area networks, wireless or wired, encrypted (e.g., virtual
private network (VPN)) or open, on any of a variety of know
or proprietary protocols, or other network. Network 120 is
understood to include hardware and software components to
enable remote connection of one device to another.

Database system 130 represents an on-demand database
environment. As an on-demand environment, database sys-
tem 130 provides to client 110 the quantity of database
resources needed, and when they are needed. As such, data-
base system 130 appears as a scalable database resource to
client 110. In one embodiment, database system 130 has at
least one aspect of its configuration that is configurable and
scalable for different tenants.

Client 110 includes query interface 112, which can repre-
sent software and hardware components that allow a user of
client 110 to present a query to database system 130. For
example, query interface 112 may include one or more input
fields that may accept user-input queries. Traditional systems
include lists from pull-down menus for a user to select a
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category. With auto-categorization, the system categorizes
the data based on the input query, rather than requiring a user
to guess through multiple layers of options to select some-
thing that may sound like a solution to the problem.

In one embodiment, categorization of queries is per-
formed, at least in part, at a categorization engine of client
110. Thus, categorization 114 represents an implementation
where one or more components of categorization exist at
client 110. In an alternate implementation, most or all catego-
rization components may exist at the server side, rather than
at client 110. Examples of splitting the categorization com-
ponents may include, for example, parsing the query, and
sending the parsed query to database system 130. Categori-
zation 114 also represents the fact that queries are categorized
and results provided to the client based on the categorizations.
In one embodiment, categorization 114 represents compo-
nents through which the system prompts a user to suggest
categories or categorization of the query.

Client 110 includes knowledge base interface 116. Inter-
face 116 represents hardware and software that allows client
110 to communicate with database system 130, hut more
specifically to access and utilize information from the knowl-
edge base of the database. Interface 116 may also include
monitoring features that allow system 100 to update perfor-
mance based on use of the results provided to queries.

Client 110, through interface 116, sends a query to appli-
cation server 132 of database system 130. Application server
132 represents control hardware and software components
that interface with clients and provide data access and pro-
cessing services to the clients. Application server 132 may be
one of many application servers in database system 130.
Application server 132 categorizes the query via use of cat-
egorization data 136.

Whether a categorization is selected or suggested by the
user, or whether application server 132 provides all services
to auto-categorize the query, application server 132 addition-
ally enhances the determination of what records to provide as
a results set based on relationship data. Categorization data
136 may include one or more tables of data that identifies
relationships that are used by application server 132 to iden-
tify and compute a statistical likelihood that a certain record
is a solution to the query.

Data storage 134 represents the data of the database sys-
tem, and may be a multitenant database or other data store. It
will be understood that fundamentally, data stored is simply
data. A database is a framework of how that data is stored,
structured, and interpreted when stored and accessed. Thus, a
database may be considered, in one embodiment, as a set of
rules and procedures for storing, accessing, and manipulating
data.

Application server 132 provides results set 140 to client
110, which includes one or more records or objects that are
determined to be potential answers or solutions to the query.
In one embodiment, use monitor 150 monitors use of results
set 140 by a user. For example, the system may determine
what results were accessed, and whether they were used to
solve the issue or problem of the query.

In one embodiment, if results set 140 does not include an
element that is deemed by the user to resolve the query, the
user may indicate through a button press or other selection
that the results do not provide a solution. In such a case,
system 100 may automatically forward the query for agent
assistance 160. Agent assistance 160 specifically refers to
assistance from a human user. Thus, if the categorization and
use of relationship data does not provide a solution to the
problem, interaction with a human user may provide a better
chance to find a solution. If a solution is found, system 100
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can automatically add the solution to the knowledge base of
database system 130. The solution can produce additional
information used to modify the relationship statistics of the
system. Each use and solution provides additional informa-
tion to make it more likely that subsequent queries will be
responded to with better results.

In one embodiment, results set 140 only includes elements
that reach a threshold level of statistical likelihood of being a
solution. Thus, for example, if application server 132 deter-
mines that the statistical likelihood of a record being a poten-
tial solution is lower than a threshold, the result or item is
excluded from results set 140. The specific threshold will be
specific to each implementation, and will depend on a total
size of the database, the number of initial results determined,
the configuration of how many results the system is trying to
provide. Other factors may also be considered in determining
a threshold.

In one embodiment, the query itself entered by the user is
stored in database system 130 as a new record. The new
record could then to be provided with relationships to other
queries, and be used as a result for subsequent queries.

While specific reference is made above to system 100, in
general, as implemented herein, data categorization in a mul-
tidimensional system and relationships of data allow a system
to provide improved query results.

There are several use cases where the system may perform
learning necessary to provide improved query results. Those
use cases may include where a user enters a query, the system
categorizes the data related to the query, and the user approves
the categorization. The approved categorization allows the
system to know that the categorization is correct, which can
help improve the successtul providing of query results. Simi-
larly, ifa user enters a query and no solution is provided, when
the user tries again, the information of the user trying again
indicates what results are not the desired solution. Those
results may be weighted more lightly for subsequent queries.
If auser describes a problem, an agent can enter the query, and
either the agent or the system categorizes it. The information
provides an indication of what may be a solution to the prob-
lem. In each case, the data can be more or less heavily
weighted depending on whether it is used or accessed, and
whether it provides a solution to problem.

In one embodiment, the system includes a category selec-
tion API (application programming interface). The API
allows the programmatic manipulation of data category selec-
tions on individual records. In one embodiment, only
create( ) and delete( ) methods are enabled for the categories,
but no update( ) or other change or modification related meth-
ods are available. Thus, relationships can be added or deleted,
but are not changed. The API can enable a tool to synchronize
data category associations across multiple systems, and may
be available via Apex and web services.

In one embodiment, the API exposes data category asso-
ciations that are stored in a category data table. Objects
marked as categorizable in a UDD have counterpart associ-
ated entities with a specified suffix. Thus, categorizable data
is identified in the system. In one embodiment, the associated
entity (not the object itself) is then used to manipulate the data
category selections via the API.

In one embodiment, an API call is used to retrieve a struc-
ture of a specific category group. The results are the catego-
ries available to the user requesting the information. A user
will not be able to query, create, or delete categories in the
Category Selection API that are not available in the describe
call. Examples of information retrieved from such an API call
are the ID, developer name, label of visible data category, or
other information. In one embodiment, the category selection
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is a kind of a child object of its parent record (the entity in the
associated entity). In one embodiment, access restrictions are
placed upon the methods of the categories. Thus, proper
profile permissions may be needed to perform a read or
change on a category selection operation.

FIG. 2 is a block diagram of an embodiment of a system to
respond to queries based on data categorization. System 200
may be one example of a system according to system 100 of
FIG. 1. System 200 includes client 210, through which a user
inputs query 212. Query 212 is a request for information or a
request for a solution to a problem. In one embodiment, query
212 is a natural language query, where the user is able to
submit the query exactly as the problem presents itself, and
leverage the auto-categorization and relationship data to find
a solution.

In one embodiment, query 212 has a format 214 of a title,
which is the problem as indicated by the user, and other
potential information. The title refers to an embodiment
where the query is stored as a record, and the query statement
is the title of the record. The other information may include
user information for the user that created the query, additional
details about a product that is the subject of the query, or other
information.

As an example, consider that the query is: “I can’t connect
to the web with my BB Bold”. In such a case, key expressions
parsed out of the query may be the connection and the prod-
uct. Thus, categorization of the query may include Black-
Berry 222, and Connection Problem 224. It will be under-
stood that multiple categorizations may be applicable to each
query. Each categorization may include information about the
category, such as records or relationships associated with the
categorization.

In one embodiment, categorizing the query includes using
categories according to a multidimensional categorization
system. A multidimensional categorization system refers to a
system where data can be related or referenced to other ele-
ments along multiple separate axes, or points of organization.
Thus, instead of simply being a flat organization of data where
all data elements exist on an equal level, the multidimensional
categorization allows categories and subcategories, as well as
allowing the connection of data elements to each other, while
not being connected to other data elements. Thus, data can be
accessed along multiple different lines of search or access,
rather than through traditional use of common columns of
data elements common to all records. In one embodiment,
categorization may include receiving an indication first cat-
egory in a first category dimension, where data along the first
category dimension can then be retrieved. Other categories
can exist within the first category dimension, and other cat-
egory dimensions can also exist. Each category dimension
allows for a possible access path to data records.

Client 210 includes knowledge base interface 226, compo-
nents that allow the client device to access the knowledge
information of the database system. The knowledge base
refers generally to the collection of knowledge and under-
standing reflected in the data stored in database system 240.
Client 210 access database system 240 through network 230,
which may include local and/or wide area (e.g., the Internet)
networks.

System 200 is illustrated with query 212 categorized in
accordance with categories 244 in database system 240.
Application server 242 may process the categories (with or
without input from client 210, other than query 212, in
response to receiving query 212. The categories are the same
as shown in client 210, with BlackBerry and Connection
Problems shown on the list. In one embodiment, other cat-
egories (not shown) may be produced.
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In one embodiment, application server 242 accesses UDD
(user defined database) 260 to access metadata about related
objects 262. Related objects 262 are objects that have related
queries and/or related solutions to a category of query 212.
UDD 260 allows for a particular organization to set up its
desired information table configuration. A UDD for each
tenant ID of database system 240 may be included, which
could make each categorization system unique for each tenant
D.

Application server 242 accesses platform intelligence 250
to identify and access records related to the query. In one
embodiment, the records selected are initially all records
related to any category and relationship. The records can then
be excluded based on information of UDD 260. In one
embodiment, application server 242 performs clustering 252,
with different items 254 clustered together. There may be
more than one cluster group. The cluster groups identify
records that are related based on metadata identifying the
items as related items. Items 254 may be related based on
being synonyms, being used together, having a parent-child
relationship, having a similar architecture, or any other type
of relationship that may be identified. Each item identifies a
product and/or a feature of a product, a solution, a problem, or
some other item that may be related to another.

In one embodiment, various products or items are related
by a common item that appears as a solution to different
queries. Thus, for example, if Query A is generated by a user
and is resolved by Item 1, and Query B different than Query
A is generated by a user and also resolved by Item 1, Query A
and Query B may be related due to having a common item that
resolved them. If a user is looking for an answer to something
similar to Query A, call it Query A, the information of both
Query A and Query B may be useful in resolving Query A'.

The relationships may simply be used to determine what
records to access for generating a query. However, in one
embodiment, the data is clustered for cross-dimensional
relatedness for responding to subsequent queries.

Data storage 246 represents the overall data store of data-
base system 240, and may be divided as a multitenant data-
base. Thus, UDD 260, and platform intelligence 250, as well
as categories 244 will be understood as example instances for
aparticular tenant ID. A similar architectural “look™ at system
200 would exist for each different tenant ID. Different tenant
1Ds will likely produce different data in distinct instances of
the platform. Thus, the UDD, categorizations, and platform
intelligence associated with one tenant ID may be distinct
from that of other tenant IDs.

FIG. 3 is a block diagram of an embodiment of data cat-
egories relating data records. Associations 340 illustrate one
example of a categorization of data in system. Under “Phone”
is BlackBerry, and under BlackBerry are “Bold”, “Curve”,
and “Tour”. There may be other categories along the same
dimension as Phone.

Case 310 illustrates cases specifically for BlackBerry
Bold, the top one shown being an indication of a problem with
access on the Blackberry Bold. Similarly, knowledge 320 and
answer 330 include information specifically related to the
Blackberry Bold. The top example of knowledge 320 is a
proposed solution to try restarting the device. The top
example of answers 330 is an article related to an open
browser causing a freezing problem. Each record in each of
case 310, knowledge 320, and answers 330 may include
information related to the BlackBerry Bold.

In generating a results list of potential solutions for a user,
a system may also access similar records related to a Black-
berry Tour, especially if similar problems and/our solutions
are noted in the system. Additionally, some of the records
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listed are listed due to recognition that they are related to the
BlackBerry Bold, even without specifically identifying
“BlackBerry Bold”.

For example, platform intelligence corpus 350 represents
the body of platform intelligence for the BlackBerry Bold,
and may include relationships to other records, related as
Relationships, Synonyms, Case keywords, Knowledge key-
words, or Answers keywords. Relationships for the Black-
Berry Bold may be articles or records related more generally
to BlackBerry, which is a parent, or may be specific models of
the Bold as children of BlackBerry Bold. The Synonyms may
include model numbers “9800” or “8900” as welt as short-
hand notations “Bberry” and “BB Bold”, Other relationships
may exist.

Additionally, in one embodiment, case keywords, knowl-
edge keywords, and/or answers keywords may include addi-
tional relationship data for the platform intelligence related to
the BlackBerry Bold. The relationships and categorizations
associate data together in ways that allow a database system
to provide results in response to queries in a more efficient
way than possible in previous systems.

FIG. 4 is ablock diagram of an embodiment of an environ-
ment for on-demand database services. Environment 400
includes components related to an on-demand database ser-
vice. Environment 400 includes multitenant database system
(MTS) 440 and one or more organizations 410 and 420, which
are tenants of the MTS. Each organization can include one or
more users and/or user devices.

MTS 440 provides on-demand database services for envi-
ronment 400. An on-demand database service, such provided
by MTS 440, is a database system that is made available to an
outside user as needed by the user (e.g., on the demand of the
user). Thus, a user does not necessarily need to be concerned
with building and/or maintaining the database system, and
rather can simply store and access data as needed from a
remotely operated database system.

In one embodiment, MTS 440 stores information from one
or more tenants into tables of a common database image or
multitenant database (MTDB) 450. Accordingly, MTS 440
provides on-demand database service. A database image may
include one or more database objects. A multitenant database
stores data for various different tenants or organizations in a
single database instance. Resources (such as memory, pro-
cessing space, processing hardware, and other resources of
the database system) are shared or allocated among the dif-
ferent tenants.

Multitenant database 450 includes tenant data 452, . . .,
454. The tenant data may be divided into different storage
areas, which can be a physical and/or alogical arrangement of
data. In one embodiment, multitenant database 450 is
accessed via a relational database management system
(RDBMS) or the equivalent, which executes storage and
retrieval of information against the database object(s). In one
embodiment, multitenant database 450 is accessed via an
object-oriented database management system (OODBMS) or
the equivalent. In one embodiment, multitenant database 450
is accessed via an object-relational database management
system (ORDBMS) or the equivalent. It will be understood
that an RDBMS manages data stored in the database based on
a relational model, where data and data relationships are
stored in tables. An OODBMS includes at least some integra-
tion of a database with an object-oriented programming lan-
guage, and data is stored in the database in the same mode of
representation as is provided in the programming language.
An ORDBMS implements both a relational model and an
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object-oriented model, storing data in tables, and allowing
representation of data consistent with a programming lan-
guage.

Application platform 448 represents a framework that
allows applications of MTS 440 to execute. Thus, application
platform 448 includes the software components (such as an
operating system) to allow execution of the applications.
Hardware platform 460 provides hardware resources to
enable the applications to execute on application platform
448, as well as enabling execution of management or control
logic for MTS 440. In one embodiment, application platform
448 of MTS 440 enables creation, managing, and executing
one or more applications developed by the provider of the
on-demand database service, users accessing the on-demand
database service via network 430, or third party application
developers accessing the on-demand database service via
network 430.

MTS 440 represents any type of system that may provide
on-demand database service. In addition to application plat-
form 448 and hardware platform 460, which includes proces-
sor resources 462 and memory resources 464, MTS 440 may
include other components. MTS 440 includes network inter-
face 442 to enable user devices to access MTS 440 over
network 430. In one embodiment, MTS 440 includes system
data 444, program code 446, and process space 449. System
data 444 represents data specific to the running of MTS 440,
rather than being tenant data. It is logically separated from the
tenant storage, and may be physically separated (e.g., by
designating storage areas or address ranges for system data).
Program code 446 represents code to implement various
functions of MTS 440, which enable the system to provide
on-demand database service. Process space 449 represents a
framework for executing MTS processes and tenant-specific
processes, such as running applications as part of an applica-
tion hosting service. Additional processes that may execute
on MTS 440 include database indexing processes. It will be
understood that MTS 440 may include more or fewer com-
ponents than what is illustrated.

As mentioned above, environment 400 includes organiza-
tions 410 and 420, which represent tenants of MTS 440. Each
organization may include one or more individual, and may be
an individual or small company, up to a large corporation or
organization. Thus, it will be understood that the number of
user devices associated with each organization could poten-
tially be hundreds or even thousands. Each organization is
assigned a tenant identifier (ID) within MTS 440. Each tenant
ID could have certain associated properties for use, depend-
ing on how the organization is configured. User device 422 is
associated with organization 420, and access MTS 440 under
the tenant ID of organization 420. Similarly, user devices 412
and 416 are associated with organization 410, and access
MTS 440 under the tenants ID assigned to organization 410.

User devices 412, 416, and 422 may be any machine or
system that is used by a user to access a database user system.
For example, any of the user devices can be a handheld
computing device, a mobile phone, a laptop computer, a work
station, and/or a network of computing devices. Each user
device can be provided with an on-demand database service
from MTS 440 via network 430.

Within an organization, users may be further given access
privileges and/or restrictions, as illustrated by data litter 414.
As illustrated, user device 416 may access MTS 440 in accor-
dance with whatever access is available to organization 410,
while user device 412 has additional restrictions applied by
data filter 414. In one embodiment, data filter 414 may addi-
tionally or alternatively provide specific user interface fea-
tures for user 412 in accessing data from MTS 440.
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The users of user devices 412, 416, and 422 may differ in
their respective capacities, and the capacity of a particular
user device might be entirely determined by permissions
(permission levels) for the current user. For example, where a
salesperson is using a particular user device to interact with
MTS 440, that user device has the capacities assigned to that
salesperson. However, an administrator using the same user
device may have different capacities assigned to that admin-
istrator. In systems with a hierarchical role model, users at one
permission level may have access to applications, data, and
database information accessible by a lower permission level
user, but may not have access to certain applications, database
information, and data accessible by a user at a higher permis-
sion level. Thus, different users will have different capabili-
ties with regard to accessing and modifying application and
database information, depending on a user’s security or per-
mission level. Such enforcement could occur based on data
filter 414, which can filter per device and/or could filter for the
entire organization (e.g., a central filter as opposed to distrib-
uted filtering).

Network 430 represents any network or combination of
networks. A network is generically an interconnection of
devices that communicate with each other. Network 430 can
be or include any combination of a LAN (local area network),
WAN (wide area network), telephone network, wireless net-
work, point-to-point network, star network, token ring net-
work, hub network, or other appropriate configuration. TCP/
IP (Transfer Control Protocol and Internet Protocol) networks
are commonly used, such as the global internetwork of net-
works often referred to as the “Internet.” Reference to specific
networks in certain examples herein is meant only to provide
examples, and is not limiting.

In one embodiment, user devices 412, 416, 422 (and other
user devices not shown) communicate with MTS 440 over
network 430 using TCP/IP and, at a higher network level, use
other common protocols to communicate, such as HTTP
(HyperText Transfer Protocol), FTP (File Transfer Protocol),
AFS (Andrew File System—a distributed network filesystem
using trusted servers), WAP (Wireless Access Protocol). Inan
example where HTTP is used, user device 412 might include
an HTTP client commonly referred to as a “browser” for
sending and receiving HT'TP messages to and from an HTTP
server at MTS 440 (not specifically shown, but which could
be executed on hardware platform 460). Such an HT'TP server
might be implemented as the sole network interface between
MTS 440 and network 430, but other techniques might be
used as well or instead. In one embodiment, the interface
between MTS 440 and network 430 includes load sharing
functionality, such as round-robin HTTP request distributors
to balance loads and distribute incoming HTTP requests
evenly over a plurality of servers. At least as for the users that
are accessing that server, each of the plurality of servers has
access to data in MTS 440; however, other alternative con-
figurations may be used instead.

In one embodiment, MTS 440 implements a web-based
customer relationship management (CRM) system. For
example, in one embodiment, MTS 440 includes application
servers configured to implement and execute CRM software
applications as well as provide related data, code, forms,
webpages and other information to and from user devices
(e.g., 412, 416, 422) and to store to and retrieve from a
database system related data, objects, and webpage content.
With a multitenant system, data for multiple tenants may be
stored in the same physical database object; however, tenant
data is typically arranged so that data of one tenant is kept
logically separate from that of other tenants. The logical
separation prevents one tenant from having access to another
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tenant’s data. An express sharing of data among tenants is
possible, which removes the logical separation. In one
embodiment, MTS 440 implements applications other than or
in addition to a CRM application. For example, MTS 440 may
provide tenant access to multiple hosted (standard and cus-
tom) applications, including CRM application. User (or third
party developer) applications, which may or may not include
CRM, may be supported by application platform 448, which
manages creation, storage of the applications into one or more
database objects and executing of the applications in a virtual
machine in process space 449 of MTS 440.

In one embodiment, MTS 440 is configured to provide
webpages, forms, applications, data and media content to user
(client) device to support the access by user devices as tenants
of MTS 440. In one embodiment, MTS 440 provides security
mechanisms to keep each tenant’s data separate unless the
data is shared. More than one MTS may be used. If more than
one MTS is used, the multiple systems may be located in
close proximity to one another (e.g., in a server farm located
in a single building or campus), or they may be distributed at
locations remote from one another (e.g., one or more servers
located in city A and one or more servers located in city B).

As used herein, each MTS could include one or more
logically and/or physically connected servers distributed
locally or across one or more geographic locations. Addition-
ally, the term “server” refers to a computer system, including
processing hardware and process space(s), and an associated
storage system and database application (e.g., OODBMS,
RDBMS, ORDBMS) as is known in the art. It will be under-
stood that “server system” and “server” are often used inter-
changeably herein. Similarly, a database object described
herein can be implemented as single databases, a distributed
database, a collection of distributed databases, a database
with redundant online or offlink backups or other redundan-
cies, and might include a distributed database or storage net-
work and associated processing intelligence or logic.

FIG. 5 is a block diagram of an embodiment of an environ-
ment for on-demand database services with a multitenant
database having multiple data tables. Environment 500
includes components related to providing an on-demand
database service, and may be one example of environment
400 of FIG. 4, with additional components shown. Environ-
ment 500 includes one or more multitenant database systems
(MTS) 540 and one or more tenants of the MTS, as illustrated
by user device 510. User device 510 is generally part of an
organization that is the tenant, and user device 510 provides a
computing device through which access to MTS 540 is avail-
able. MTS 540 provides on-demand database services for
environment 500.

Environment 500 may include conventional, well-known
elements that are explained only briefly here. For example,
user device 510 (and any other user devices through which
users access MTS 540) could include a desktop personal
computer, workstation, laptop, handheld device, cell phone or
smart phone, or any wireless access protocol (WAP) enabled
device or any other computing device capable of interfacing
directly or indirectly to the Internet or other network connec-
tion.

User device 510 includes processor 512, which represents
one or more processor devices, and may be any combination
of one or more processors. Processor 512 provides hardware
means to execute programs and applications on user device
510. Memory 514 represents a memory system for user
device 510, and may be any combination of one or more
memory devices, short term, and/or tong term memory. I/O
(input/output) 516 represents any type of input and output
devices such as keyboards, pointers and controllers, touch-



US 9,141,690 B2

13

screens, buttons, microphones, or other input mechanisms,
and monitors, screens, printers, interfaces to networks, and/or
other output devices.

User device 510 includes network interface 518, which
represents hardware interconnections and control logic and
circuitry to enable user device 510 to connect to network 530.
Network interface 518 also has associated drivers and possi-
bly other software components to allow user programs to
interface with the interconnection hardware. User device 510
includes client 520, which represents a program that allows a
user of user device 510 to access information from network
530, such as accessing MTS 540. UI 522 represents a user
interface component of client 520, or a user interface in which
information from client 520 is presented on user device 510.
Thus, UI 522 may be integrated with client 520, or it may be
separate from client 520, but display data related to the execu-
tion of client 520. UI 522 is rendered on display or user
interface hardware or device, which can be understood to be
represented by Ul 522.

Inone embodiment, user device 510 runs an HTTP client as
client 520. An HTTP client may be, for example, a browsing
program or a browser, which may include a WAP-enabled
browser in the case of a cell phone, PDA or other wireless
device. The HTTP client allows a user (e.g., subscriber of
MTS 540) of user device 510 to access, process, and view
information, pages, and applications available from MTS 540
over network 530, based on permissions and privileges. The
user interface device of user device 510 can be used to access
data and applications hosted by MTS 540, and to perform
searches on stored data, and otherwise allow a user to interact
with various GUI (graphical user interface) pages that may be
presented to a user.

Similar to what is discussed above with reference to net-
work 430 of environment 400, network 530 represents any
network or group of networks over which access can be
provided to MTS 540. Network 530 may include switching
and/or routing elements, cables, connectors, and other com-
ponents. In one embodiment, at least part of network 530 is
the Internet, referring to a specific global internetwork of
networks. However, it should be understood that other net-
works can be used in addition to or instead of the Internet,
such as an intranet, an extranet, virtual private network
(VPN), a non-TCP/IP based network, any LAN or WAN or
other network.

In one embodiment, user devices such as user device 510
(which may be client systems) communicate with application
server 550 to request and update system-level and tenant-
level data from MTS 540 that may require sending one or
more queries to tenant data storage in database instance 580
and/or system data in system database 542. In one embodi-
ment, MTS 540 (e.g., application server 550) automatically
generates one or more SQL statements (e.g., one or more SQL
queries) designed to access the desired information. System
data storage in system database 542 may generate query plans
to access the requested data from database instance 580.

In one embodiment, MTS 540 includes one or more appli-
cation servers 550. From one perspective, application server
550 can be considered a network interface of MTS 540 to
connect to network 530. Application server 550 exchanges
(i.e., receives and/or transmits) data with network 530, such
as receiving requests and sending replies or sending data.
Application servers 550 may share hardware resources for
interfacing with network 530, or they may be assigned sepa-
rate resources. In one embodiment, one or more of applica-
tion servers 550 can be implemented as an HT'TP application
server.
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In one embodiment, each application server 550 is config-
ured to handle requests for any user associated with any
organization that is a tenant. Thus, a request from user device
510 could be received and processed at any application server
550. There may be advantages to avoiding affinity for a user
and/or an organization or tenant to a specific application
server 550, such as the ability to add and remove application
servers from a server pool at any time for any reason, as well
as for workload balancing among the servers. In an imple-
mentation where user and/or tenant affinity is used, an appli-
cation server could not be removed without completing its
jobs and/or handing off users to another server.

In one embodiment, an interface system implementing a
load balancing function (e.g., an F5 Big-IP load balancer) is
communicably coupled between application servers 550 and
the user devices to distribute requests to the application serv-
ers 550. In one embodiment, the load balancer uses a least
connections algorithm to route user requests to the applica-
tion servers 550. Other examples of load balancing algo-
rithms, such as round robin and observed response time, also
can be used. For example, in certain embodiments, three
consecutive requests from the same user could hit three dif-
ferent application servers 550, and three requests from difter-
ent users could hit the same application server 550. In this
manner, MTS 540 is multitenant, wherein MTS 540 handles
storage of, and access to, different objects, data, and applica-
tions across disparate users and organizations. In one embodi-
ment,

Each application server 550 includes elements to provide
database access service and request processing. Application
server 550 includes API (application programming interface)
552 and Ul 554. Ul 554 represents server-side components
that provide user interface elements that are provided to user
device 510 for display. API 552 provides an interface for users
and/or developers to access resident processes of MTS 540.

In one embodiment, application server 550 includes appli-
cation (appl) platform 560, which provides a sub-environ-
ment on which applications hosted by application server 550
can be executed. Application platform 560 may include an
operating system or other control logic, as well as business
logic and common routines for use by the applications. As
illustrated, application platform 560 includes application
setup mechanism 562 that supports creation and management
of applications, including configuration, by application
developers, which may be saved as metadata into tenant data
storage of database (db) instance 580. Save routines 564
represent the mechanisms used to store data in database
instance 580, such as storing the application setup metadata.
Such applications can be executed by subscriber users, for
example, in process space 570.

In one embodiment, invocations to or related to such appli-
cations may be coded using PL/SOQL (Procedural Language
Salesforce Object Query Language) that provides a program-
ming language style interface extension to API 552. Thus,
PL/SOQL 566 is capable of serving as a procedural extension
to an on-demand database centric service API that flow con-
trol and transaction control to execute on a server in conjunc-
tion with database APIs (e.g., SOQL, data manipulation lan-
guage (DML), or others). PL/SOQL 566 can enable the
capability to thread together multiple SOQL/DML state-
ments as a single unit of work on the server. PL/SOQL 566
need not necessarily be considered a general purpose pro-
gramming language, seeing that it my be implemented as
heavily data focused, but is not necessarily implemented that
way. In one embodiment, PL/SOQL 566 can be used by
developers to interlace with an on-demand database system,
in contrast to traditional application developers’ conventional
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tools, such as PL/SQL (Structured Query Language) of
ORACLE, Inc. of Redwood Shores, Calif., and others.

In one embodiment, PL/SOQL 566 includes variable and
expression syntax, block and conditional syntax, loop syntax,
object and array notation, pass by reference, and other syntax
known to other programming languages. Thus, full control
over syntax and the ability to reference dynamic schema
elements is provided with anew language and runtime for
database services. Where embedded concepts that interface
with on-demand database applications are provided, syntax
and semantics that are easy to understand and which encour-
age efficient use of database APIs may also be employed. In
one embodiment, PL/SOQL 566 is implemented as a strong
typed language with direct (non-quoted) references to
schema objects such as Object and Field names (both stan-
dard and custom).

More details about PL/SOQL language embodiments is
discussed in commonly owned U.S. Provisional Pat. App.
60/828,192 entitled, PROGRAMMING LANGUAGE
METHOD AND SYSTEM FOR EXTENDING APIS TO
EXECUTE IN CONJUNCTION WITH DATABASE APIS,
by Craig Weissman, filed Oct. 4, 2006, now expired, which is
incorporated in its entirety.

In one embodiment, invocations to applications may be
detected by one or more system processes, which manage
retrieving application metadata 586 for the subscriber making
the invocation and executing the metadata as an application in
a virtual machine. Metadata 586 provides data related to
access and/or use of data stored in database instance 580. In
one embodiment, metadata is stored in a separate table within
database instance 580, and in an alternative embodiment,
metadata 586 is stored with other data elements of user stor-
age (such as with user storage 584 of table 582-0.

In one embodiment, application server 550 includes pro-
cess space 570, which may include tenant process spaces
576-0 through 576-N (for some integer number N of process
spaces configured in application server 550), tenant manage-
ment process space 572 and system process space 574. It will
be understood that process space 570 is an abstraction to
illustrate the resources allocated for execution of processes
(e.g., programs or applications) within application server
550. The skilled reader recognizes that memory and proces-
sor and other hardware resources may need to be allocated, as
well as software resources to support the execution of a pro-
cess. The processes may be executed as separate threads, or
may share a thread. In one embodiment, the number N of
tenant processes is equal to a number of subscriber tenants. In
another embodiment, the number N of tenant processes may
be higher than the number of subscriber tenants. Tenant man-
agement process 572 provides management of the other pro-
cesses, including determining when certain processes
execute. System process 574 executes operations related to
functions of MTS 540.

Each application server 550 may be configured to tenant
data storage in database instance 580 and the tenant data
stored therein, and to system data storage of system database
542 and the system data stored therein to serve requests of
user devices. As mentioned above, in one embodiment, tenant
data is separated logically, and stored in the same multitenant
database. In one embodiment, database instance 580 stores
data in tables 582-0 through 582-M, where M is some integer
number of tables. In one embodiment, different tables store
data of different types. Application metadata 586 may be
implemented as a separate table. Alternatively, one of the
tables 582-0 through 582-M could be a table that stores vary-
ing types of objects, which are defined through metadata
stored in the table.
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In one embodiment, database instance is further imple-
mented with user storage space distinct identifiable) from its
associated tenant. Thus, for example, user data may include
the tenant ID, as well as an identifier specific to a user. Thus,
storage 584 may represent either or both of tenant storage or
user storage. For example, a copy of a user’s most recently
used (MRU) items might be stored to in user storage within
database instance 580. Similarly, a copy of MRU items for an
entire organization that is a tenant might be stored to a tenant
storage area of database instance 580. In one embodiment, the
tenant data and the system data (as illustrated by system
database 542) are stored in separate databases.

Application servers 550 may be communicably coupled to
database systems, e.g., having access to system database 542
and tenant database instance 580, via a different network
connection. For example, one application server may be
coupled via a network (e.g., the Internet), another application
server might be coupled via a direct network link, and another
application server might be coupled by yet a different net-
work connection. The application servers may connect to the
database systems via TCP/IP or another transport protocol, at
least partially depending on the network interconnect used.

Regarding storage in database instance 580, one tenant
might be a company that employs a sales force where each
salesperson uses MTS 540 to manage their sales process.
Thus, auser might maintain contact data, leads data, customer
follow-up data, performance data, goals and progress data,
and other data, all applicable to that user’s personal sales
process (e.g., storage 584, which may be tenant storage).
Thus, all of the data and the applications to access, view,
modify, report, transmit, calculate, or perform other opera-
tions can be maintained and accessed via a user device having
nothing more than network access. In an example of an MTS
arrangement, the user can manage his or her sales efforts and
cycles from any of many different user devices. For example,
if a salesperson is visiting a customer and the customer has a
lobby with Internet access, the salesperson can obtain critical
updates as to that customer while waiting for the customer to
arrive in the lobby.

While each user’s data might be separate from other users’
data regardless of the employers of each user, some data
might be organization-wide data shared or accessible by a
plurality of users or all of the users for a given organization
that is a tenant. Thus, there might be some data structures
managed by MTS 540 that are allocated at the tenant level
while other data structures might be managed at the user level.
Because MTS 540 may support multiple tenants including
possible competitors, MTS 540 should have security proto-
cols thatkeep data, applications, and application use separate.
Additionally, because many tenants may opt for access to an
MTS rather than maintain their own system, redundancy,
up-time, and backup are additional functions that may be
implemented in MTS 540. In addition to user-specific data
and tenant specific data, MTS 540 may also maintain system
level data usable by multiple tenants or other data. Such
system level data might include industry reports, news, post-
ings, and the like that are sharable among tenants.

In one embodiment, each database instance 580 can be
viewed as a collection of objects, such as a set of logical
tables, containing data fitted into predefined categories. A
“table” is one representation of a data object, and may be used
herein to simplify the conceptual description of objects and
custom objects according to what is described herein. It
should be understood that “table” and “object type” may be
used interchangeably herein. Each table generally contains
one or more data categories logically arranged as columns or
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fields in a viewable schema. Each row or record of a table
contains an instance of data for each category defined by the
fields.

For example, a CRM database may include a table that
describes a customer with fields for basic contact information
such as name, address, phone number, fax number, or other
information. Another table might describe a purchase order,
including fields for information such as customer, product,
sale price, date, or other fields. In one embodiment, a multi-
tenant database has standard entity tables for use by all ten-
ants. For CRM database applications, such standard entities
might include tables for Account, Contact, Lead, and Oppor-
tunity data, each containing pre-defined fields. Thus, tables
582-0 through 582-M may include standard, defined tables.

In one embodiment, tenants may be allowed to create and
store custom objects, or they may be allowed to customize
standard entities or objects, for example by creating custom
fields for standard objects, including custom index fields.
U.S. patent application Ser. No. 10/817,161, filed Apr. 2,
2004, entitled “Custom Entities and Fields in a Multi-Tenant
Database System”, teaches systems and methods for creating
custom objects as welt as customizing standard objects in a
multitenant database system. In one embodiment, for
example, all custom entity data rows are stored in a single
multitenant physical table, which may contain multiple logi-
cal tables per organization. It is transparent to customers that
their multiple “tables” are in fact stored in one large table or
that their data may be stored in the same table as the data of
other customers.

FIG. 6 represents a flow diagram of an embodiment of
accessing data in response to a query based on data categori-
zation and relationships. Flow diagrams as illustrated herein
provide examples of sequences of various process actions.
Although shown in a particular sequence or order, unless
otherwise specified, the order of the actions can be modified.
Thus, the illustrated implementations should be understood
only as an example, and the process can be performed in a
different order, and some actions may be performed in paral-
lel. Additionally, one or more actions can be omitted in vari-
ous embodiments; thus, not all actions are required in every
implementation. Other process flows are possible.

In general, a multidimensional categorization system is
configured in a database environment, and allows system
learning and improved query results. The problem or issue
statement can be captured exactly as described by the cus-
tomer. The system then semantically analyzes the query and
proposes categorizations with record categories such as
articles and answers. If the case is automatically resolved by
the automated system, the case can be forwarded to a human
agent for resolution. Relevant case changes are recorded in
the cloud, improving the knowledge base of the cloud-archi-
tecture database system.

More specifically, embodiments of operations are
described as follows with reference to the drawing. An on-
demand database environment such as a multitenant database
system is configured to include data categorization. The data
categorization is established in the system in accordance with
amultidimensional configuration, 602. The system receives a
user query requesting information or a solution to an issue or
problem, 604.

In one embodiment, the system, for example through an
application server, parses the query into semantic terms and
matches the terms to categories defined and stored in tables,
606. There may be specific tables defined and populated with
information related to categorization and searching of data. In
one embodiment, the query is stored in the system (such as in
the tables) for later reference or use as a query result, 608. The
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query itself and/or the parsing and/or the categorization of
terms can be stored in the system to inform subsequent cat-
egorizations.

The system categorizes the query in accordance with the
multidimensional configuration, 610. The system accesses
category metadata and record metadata, 612. In one embodi-
ment, the metadata informs the categorization of the data. In
another embodiment, data is accessed during the categoriza-
tion, and is then reduced or filtered by excluding data from it.

In one embodiment, records for responding to the query
may be clustered based on relationships, 614. Data presented
to the user as proposed responses to the query are thus based
on categorization and relationship data, providing proposed
organization of data while at the same time responding to a
query. Whether or not the query was successful can provide
information about how the database should be organized.

As mentioned above, in one embodiment, records can be
excluded from being in a results set sent to the client, 616. In
one embodiment, the system monitors use of the results, 618.
The monitoring may include receiving specific information
from the clients regarding use of the data. Alternatively, the
accessing or not of the data can be the monitoring. In one
embodiment, the monitoring includes determining whether
or not the user requests another query on the same subject,
which would suggest that the query results were not success-
ful.

The system updates the statistical information of the sys-
tem, 620, including updating metadata related to the catego-
rization and use of the results; thus, the system should con-
tinue to improve its generation of results.

Various operations or functions are described herein,
which may be described or defined as software code, instruc-
tions, configuration, and/or data. The content may be directly
executable (“object” or “executable” form), source code, or
difference code (“delta” or “patch” code). The software con-
tent of the embodiments described herein may be provided
via an article of manufacture with the content stored thereon,
or via a method of operating a communications interface to
send data via the communications interface. A machine read-
able medium or computer readable medium may cause a
machine to perform the functions or operations described,
and includes any mechanism that provides (i.e., stores and/or
transmits) information in a form accessible by a machine
(e.g., computing device, electronic system, or other device),
such as via recordable/non-recordable storage media (e.g.,
read only memory (ROM), random access memory (RAM),
magnetic disk storage media, optical storage media, flash
memory devices, or other storage media) or via transmission
media (e.g., optical, digital, electrical, acoustic signals or
other propagated signal). A communication interface
includes any mechanism that interfaces to any of a hardwired,
wireless, optical, or other medium to communicate to another
device, such as a memory bus interface, a processor bus
interface, an Internet connection, a disk controller. The com-
munication interface can be configured by providing configu-
ration parameters and/or sending signals to prepare the com-
munication interface to provide a data signal describing the
software content.

Various components described herein may be a means for
performing the operations or functions described. Each com-
ponent described herein includes software, hardware, or a
combination of these. The components can be implemented
as software modules, hardware modules, special-purpose
hardware (e.g., application specific hardware, application
specific integrated circuits (ASICs), digital signal processors
(DSPs), etc.), embedded controllers; hardwired circuitry, etc.
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Besides what is described herein, various modifications
may be made to the disclosed embodiments and implemen-
tations without departing from their scope. Therefore, the
illustrations and examples herein should be construed in an
illustrative, and not a restrictive sense.

What is claimed is:
1. A system comprising:
a database system including hardware and software com-
ponents to implement a multitenant database system
(MTS), wherein the MTS stores data for multiple client
organizations each identified by a tenant identifier (ID)
and one or more users are associated with the tenant ID,
wherein the one or more users of each client organiza-
tion access data identified by the tenant ID associated
with the respective client organization, and wherein the
multitenant database is hosted by an entity separate from
the client organization;
aserver implemented on hardware components of the data-
base system to:
receive a query from a client device associated with the
tenant ID of the user of the client device;
categorize semantic terms contained in the query into one
or more categories based on a previously stored multi-
dimensional categorization scheme associated with the
user’s tenant ID;
access relationship metadata of records in the MTS previ-
ously categorized into one or more of the same catego-
ries as the query, the relationship metadata including
first and second relationship types, wherein:
the first relationship type metadata indicate a record
relationship between one record in the MTS to
another record in the MTS, and

the second relationship type metadata indicate a cat-
egory relationship between one of the categories of
the one record in the MTS and other available catego-
ries of the multidimensional categorization scheme
associated with the user’s tenant ID, the category
relationship based on a previously determined statis-
tical similarity of the categories;
retrieve records from the MTS:
previously categorized into one or more of the same
categories as the query,

having record relationships with any of the already
retrieved records, and

previously categorized in a category having category
relationships with one or more categories of any of the
already retrieved records;

compute a statistical likelihood that each retrieved record is
a desired solution to the query meriting inclusion in a
result set for the query the statistical likelihood com-
puted based on usage statistics accumulated for each
retrieved record, including usage statistics accumulated
for the record relationships and category relationships to
other retrieved records;

monitor usage of the result set, including whether and for
how long a record included in the result set is accessed,
with greater access associated with solutions of greater
desirability and lesser access associated with solutions
of lesser desirability; and

update usage statistics indicating statistical similarity of
records based on usage of the result set, including
weighting more heavily records, record relationships
and category relationships identified as being a desired
solution to the query.

20

2. The system of claim 1, further comprising the server to

store the query as a new record in the MTS, based on the
previously stored multidimensional categorization
scheme associated with the user’s tenant ID.

3. The system of claim 1, further comprising the server to

exclude records from a result set based on the statistical
likelihood computed for each retrieved record whether it
is a desired solution to the query.

4. The system of claim 1, further comprising the server to

% cluster data based on the record relationships.
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5. The system of claim 1, further comprising the server to
send the query to a human agent if none of the retrieved
records is used as a solution to the query; and
update the statistics responsive to a solution provided by
the human agent.
6. A method comprising:
receiving a query at a multitenant database system (MTS),
wherein the MTS stores data for multiple client organi-
zations each identified by a tenant identifier (ID) and one
or more users are associated with the tenant 1D, wherein
the one or more users of each client organization access
data identified by the tenant ID associated with the
respective client organization, and wherein the multi-
tenant database is hosted by an entity separate from the
client organization;
categorizing the semantic terms of the query into one or
more categories based on a multidimensional categori-
zation scheme stored in the MTS, the multidimensional
categorization scheme associated with a tenant ID of a
user that originated the query;
accessing relationship metadata of records in the MTS
previously categorized into one or more of the same
categories as the query, including accessing first and
second relationship types, wherein:
the first relationship type metadata indicate a record
relationship between one record in the MTS to
another record in the MTS, and
the second relationship type metadata indicate a cat-
egory relationship between one of the categories of
the one record in the M TS and other available catego-
ries of the multidimensional categorization scheme
associated with the user’s tenant ID, the category
relationship based on a previously determined statis-
tical similarity of the categories;
retrieving records from the MTS:
previously categorized into one or more of the same
categories as the query,
having record relationships with any of the already
retrieved records, and
previously categorized in a category having category
relationships with one or more categories of any of the
already retrieved records;
computing a statistical likelihood that each retrieved record
is a desired solution to the query meriting inclusion in a
result set for the query, the statistical likelihood com-
puted based on usage statistics accumulated for each
retrieved record, including usage statistics accumulate
for the record relationships and category relationships to
other retrieved records;
monitoring usage of the result set, including whether and
for how long a record included in the result set is used,
with greater usage associated with solutions of greater
desirability and lesser usage associated with solutions of
lesser desirability; and
updating usage statistics indicating statistical similarity of
records based on usage of the result set, including
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weighting more heavily records, record relationships
and category relationships identified as being a desired
solution to the query.

7. The method of claim 6, wherein categorizing the seman-
tic terms of the query comprises:

parsing the query into semantic terms; and

matching the parsed semantic terms to categories stored in

the multidimensional categorization scheme associated
with the tenant ID.
8. The method of claim 6, wherein accessing relationship
metadata further includes accessing relationship metadata of
arecord whose usage was monitored as being associated with
a solution to multiple different queries, each query having
been categorized into one or more categories of the multidi-
mensional categorization scheme.
9. The method of claim 6, further comprising:
storing the query as a new record in the MTS, based on the
stored multidimensional categorization scheme associ-
ated with the user’s tenant ID.

10. The method of claim 6, further comprising:

excluding records from a result set based on the statistical
likelihood computed for each retrieved record whether it
is a desired solution to the query.

11. The method of claim 6, further comprising:

clustering data based on the record relationships.

12. The method of claim 6, further comprising:

sending the query to a human agent if none of the retrieved

records is used as a solution to the query; and

updating the statistics responsive to a solution provided by

the human agent.

13. An article of manufacture comprising a computer read-
able storage medium having content stored thereon, which
when executed, cause a machine to perform operations
including:

receiving a query at a multitenant database system (MTS),

wherein the MTS stores data for multiple client organi-
zations each identified by a tenant identifier (ID) and one
or more users are associated with the tenant ID, wherein
the one or more users of each client organization access
data identified by the tenant ID associated with the
respective client organization, and wherein the multi-
tenant database is hosted by an entity separate from the
client organization;

categorizing the semantic terms of the query into one or

more categories based on a multidimensional categori-
zation scheme stored in the MTS, the multidimensional
categorization scheme associated with a tenant ID of a
user that originated the query;

accessing relationship metadata of records in the MTS

previously categorized into one or more of the same

categories as the query, including accessing first and

second relationship types, wherein:

the first relationship type metadata indicate a record
relationship between one record in the MTS to
another record in the MTS, and

the second relationship type metadata indicate a cat-
egory relationship between one of the categories of
the one record in the MTS and other available catego-
ries of the multidimensional categorization scheme
associated with the user’s tenant ID, the category
relationship based on a previously determined statis-
tical similarity of the categories;

10

15

20

30

35

40

45

50

55

60

22

retrieving records from the MTS:

previously categorized into one or more of the same
categories as the query,

having record relationships with any of the already
retrieved records, and

previously categorized in a category having category
relationships with one or more categories of any of the
already retrieved records;

computing a statistical likelihood that each retrieved record

is a desired solution to the query meriting inclusion in a
result set for the query, the statistical likelihood com-
puted based on usage statistics accumulated for each
retrieved record, including usage statistics accumulate
for the record relationships and category relationships to
other retrieved records;

monitoring usage of the result set, including whether and

for how long a record included in the result set is used,
with greater usage associated with solutions of greater
desirability and lesser usage associated with solutions of
lesser desirability; and

updating usage statistics indicating statistical similarity of

records based on usage of the result set, including
weighting more heavily records, record relationships
and category relationships identified as being a desired
solution to the query.

14. The article of manufacture of claim 13, wherein the
content to provide instructions for categorizing the semantic
terms of the query comprises content to provide instructions
for

parsing the query into semantic terms; and

matching the parsed semantic terms to categories stored in

the multidimensional categorization scheme associated
with the tenant ID.

15. The article of manufacture of claim 13, further com-
prising content to provide instructions for

storing the query as a new record in the MTS, based on the

stored multidimensional categorization scheme associ-
ated with the user’s tenant ID.

16. The article of manufacture of claim 13, further com-
prising content to provide instructions for

excluding records from a result set based on the statistical

likelihood computed for each retrieved record whether it
is a desired solution to the query.

17. The article of manufacture of claim 13, further com-
prising content to provide instructions for

clustering data based on the record relationships.

18. The article of manufacture of claim 13, further com-
prising content to provide instructions for

sending the query to a human agent if none of the retrieved

records is used as a solution to the query; and
updating the statistics responsive to a solution provided by
the human agent.

19. The system of claim 1, wherein the usage statistics
upon which the statistical likelihood that the retrieved record
is a desired solution to the query is based are uniquely accu-
mulated for each tenant ID.

20. The method of claim 6, wherein the usage statistics
upon which the statistical likelihood that the retrieved record
is a desired solution to the query is based are uniquely accu-
mulated for each tenant ID.

21. The article of manufacture of claim 13, wherein the
usage statistics upon which the statistical likelihood that the
retrieved record is a desired solution to the query is based are
uniquely accumulated for each tenant ID.
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